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| —— delete_order |
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prompt injection can steer discovery and calls
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| -—— search_orders
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No scoped key exposes run_sql or delete_order in the read-only service scope.
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1. Model Context Protocol, "Tools", https://modelcontextprotocol.io/specification/2025-06-18/server/tools

. Model Context Protocol, "Authorization", https://modelcontextprotocol.io/specification/2025-06-18/basic/authorization

3. OWASP GenAl Security Project, "OWASP Top 10 for Large Language Model Applications", https://owasp.org/www-project-top-10-for-
large-language-model-applications/

. OWASP API Security Project, https://owasp.org/www-project-api-security/

N

. NIST, "SP 800-207: Zero Trust Architecture", https://www.nist.gov/publications/zero-trust-architecture-0
. OpenAPI Initiative, "API Endpoints", https://learn.openapis.org/specification/paths.html

N OO o b~

. PostgreSQL Documentation, "Row Security Policies", https://www.postgresql.org/docs/17/ddI-rowsecurity.html
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