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BHETIIZ. BEORKKEFREOWMAZED,
o BRRXKIEZT SIELLBRAEE

o R fctoolF fzld parameterz 3E SNAl agent

e GOV T UVICIEOHIATNIZIELE - B#ZEprompt injection

e user intentz R I B{Z2E F Hagent runtime

o REFMlcontexth S{EH N 5K Z LAPI key

e caller policyDiF[E] % S A B 1R E & Hgateway

e local secret& codeNFET B REFHon-prem agent host

e key scopez Jzldcapability policyz & X % E = % % [52 o fcadministrator
o EBRANTI L DIEWVWARRccapabilityE
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Gateway & on-prem agent|$ XS ICEFETE ScomponentTlidiR <. BEINS532HDE LTRSS, HEIXER S,

e Model-level guidance: ;3#R & UXZE A, RE A policy boundary Tld 7L
Gateway enforcement: £25F. capability scope. discovery filter. IP/rate policy. routing. FEpayload metadatazc#x
Agent-side enforcement: #£{EZE=. input contract, raw SQL. prepared execution. limits. output contract, local detail error’ Ffr

B

Database permission: $5flCread-only accountic & % &#&least-privilege backstop
Operational monitoring: payload% &9 denial. spike. error, latency. policy change. connection anomalyZ% &%

Gateway/2=E Tagent L O X EFIREEEN TR 5720\, Agent hostiRZ [Elocal DB credential& EfTpolicyNELET 37z, LDhE
KXTH >,
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simulationl&ZRZEMDlegacy order management systemZz & 5, ##1EIEX get_customer_summary . search_orders . get_invoice_status .
check_inventory . export_order_report . update_order_status. delete_order . run_sql , key profileld sales_partner . support_agent .
internal_operator « admin T& %o

6AN &IT, filtered discovery. runtime authorization. on-prem capability allow-list. input validation. read-only. row/byte/time limit, output
allow-list. rate limit, payload-free log. agent-side enforcementDBEZE&E L o

local evaluator(d15 scenariod RN TIC6 AT DoutcomeN—29F DH D I EERIEL TH S, scenario matrix& control matrixz= £/ 9 %, Hfilabell
Critical. Highrisk. Mediumrisk. Lower risk. Blocked by design. Blocked if correctly implemented. Depends on implementation. Allowed.
Out of scope & U Tz,

CNIFBRREEZ LRI ZHIRFTMTH D, XREEE. T2 R penetration test, HERHETFE TR,
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D Scenario FITRFET B 1EH

S1 Prompt injectionst 'U n_sq 1 =ER raw query SEZRITEN 5RE

S2 Prompt injectionh’order delete &3k read-only scope &writeff44

S3 FrAlsearchZ 50003 rate. burst. concurrency. downstream load
sS4 100,000fTZ2 &R numeric validation &row/byte ceiling

S5 taskIC R E R EMfieldE EKR output allow-list&data minimization

S6 sales partner agenth‘iRcapability % 3R discovery filtering &runtimez2 0]

S7 EMRorder status enum%iEY SRIERMIschema validation

S8 WA Wsales key Tadmin capabilityZcall capability-scoped credential &default deny

S8 Tl & patternD i Eicredential = ZffiZraccess token& U THEIRT %, protocol syntax Tld 7k < credential blast radiusZ= LbE 9 %726 TH %,
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D Scenario FICIREET 2 1EE

S9 @Fagent runtimeh'Ltool EFIZE caller-filtered TOO1S/11iSt &inventorym@m
S10 BEgatewayh'REFZcapability Zcall JH3Z U fcagent-side allow-list

S11 on-prem agent host{2= credential. SQL. runtime. endpoint trust

S12 E¥callerhivalid parameter TEFAlread intended function s

S13 +57areview U ICwrite capability&in capabilityzit &change governance

S14 retry loophlavailability Z{E T rate, timeout. queue. concurrency limit

S15 logh'#éMpayload % ZRUNE logging boundary &secondary disclosure

scenario setld, #EpatternTHEWEEN X Ddefeat caseZ BERIMICED, S TE S 0ITIL. preferred architecture kKT 2BFTHRITDENH B,
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capabilities:
search_orders:
description: "FWABERDOHREDEX ZRE"
sql: |-
SELECT order_id, status, ordered_at
FROM orders

WHERE customer_id = :customer_id AND status = :status
LIMIT :limit
params:
customer_id: { type: string, required: true, maxLength: 64 }
status:

type: string
enum: ["open", "shipped", "cancelled"]
limit: { type: integer, default: 50, minimum: 1, maximum: 200 }

BERISEERENZERI, [EEstatement shape & prepared parameteric & D . caller#&ERH 5SQL grammarZz i<, enum. length. numeric range
DARIE - BREIANZETHICIES T %,
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policy:
readonly: true
timeout: 5s
max_rows: 200
max_bytes: 256KB
result:
order_id: { type: string }
status: { type: string }
ordered_at: { type: string }

readonly (dwrite statementZFR7 L. DB account®IHiz U Tread-onlylC 9 %, timeout lFexecution occupancy. max_rows & max_bytes l&query
estimatet°caller parameterh’i2 > TW T HretrievalZHIfR T %, result [Foutput allow-listTd %,

ZhiFFTEE %R production configuration Tl %R LY, caller-to-capability grant. IP policy. rate setting. secret storage. transport security. schema
migration. monitoring. capability review workflowz Z#& UL TWL\ 5,
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Role filter + runtime auth

Capability 5z

runtime#ll#
BB L 12T NIEDB native D&
wrapper®&E, LUIELIEFFHEN
endpointRE
toolREE
rolefIF3& L), toolNIFAE

capability/schema/row/byte/time/output

write B iH
account®scope
2% HEstatement
Ii\L\create/update/delete
ZXFwrite tool
role grant writes

FHfiread-only scope Tld% U

BEERIEE
HHidentity + SQL
tool + SQL. ¥HEEMZF LY
endpoint/object
tool4
caller + tool

caller + Z##21E + result metadata

THIRAL & WSHER(IE. allow-list& £enforcement layerMIELWZ E & HIIRE T B,

#%Eblast radius
f+5DBIER L
DB accounti&RRITHE LY
2RFAPI & ElEdata
EAFtool DFES
role grant x tool NERE FAEE

HIBRAI DFB R capability

ERFKFrisk
credential/runtimef@EHDBIEEICH D
— DM SEtoolMEWaccessZHE
auth drift. bulk. &Ffield
#ERIfR/admin tool R - &R
[EWiRAtool & parameter/output BEHE

HEARR. hostf2ZE. availability. leakage
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6.Scenariofg®R (1/3) [ E

£

RHEE

Scenario Direct DB Raw SQL Broad CRUD/API Unfiltered MCP Role-filtered Capability-based
s1 rd n_sq 1 injection Critical Critical Blocked by design High risk Blocked if correct Blocked by design
S2 delete injection Critical Critical High risk High risk Blocked if correct Blocked by design
S3 500-call loop High risk High risk High risk High risk Medium risk Lower risk
S4 100,000 rows Critical Critical High risk High risk High risk Blocked if correct
S5 extra fields Critical Critical High risk High risk Medium risk Blocked if correct

Blocked if correct (FREETIE%A <. named deterministic controlBNEER T % EHiE S . testhREE WS EKRTH D, Lower risk HriskR UTIERWV, HFAcallldER%EEHEL, 2
A scopeN DM dataziRL S %,
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6.Scenariof& R (2/3) :Scope& 2=

Scenario Direct DB Raw SQL Broad CRUD/API Unfiltered MCP Role-filtered Capability-based
S6 wrong capability High risk High risk Medium risk High risk Blocked if correct Blocked if correct
S7 invalid enum High risk High risk Depends on impl. Depends on impl. Depends on impl. Blocked if correct
S8 leaked sales key -> admin Critical Critical High risk High risk Blocked if correct Blocked if correct
S9 enumerate all tools Critical High risk High risk High risk Lower risk Lower risk
S$10 compromised gateway -> undefined Out of scope Out of scope Depends on impl. Depends on impl. High risk Blocked if correct

S10lFgatewaysRH] & agent-side enforcementz X9 %, Capability architecture Tldgateway [ESQLEZ PHrcapabilityFBAZ 1T 2 %%\, local agenthiloaded policylc & L\nameZEE L. gateway
compromise’% &%flocal capability & ZDIimitRICHIFT %,
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6.Scenariof5R (3/3) : 7&7F - EMrisk

Scenario Direct DB Raw SQL Broad CRUD/API Unfiltered MCP Role-filtered Capability-based
S11 on-premise host compromised Critical Critical Critical Critical Critical Critical
S12 valid allowed read Allowed Allowed Allowed Allowed Allowed Allowed
S13 unsafe write added High risk High risk High risk High risk High risk High risk
S14 retry-loop availability High risk High risk High risk High risk Medium risk Lower risk
S15 payload captured in logs High risk High risk High risk High risk High risk High risk

#Earchitectureb £scenario CBAI TlEAR L\, Host compromiseldlocal secret boundaryZz# X %, Unsafe capabilityldsecurity boundaryB#x%ZZ X %, Payload logginglddurableZtsecondary
exposureZ={E%, <t 5lclEhost hardening. change control. log schema enforcement. incident responseHWETH %,
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6. Blast Radiustt#Bmatrix

B

REY - 2RA Direct DB [ raw SQL
Wrong tool query S B/[L\Waccount H\EEA]#E
Wrong parameter {E=predicate/value
Excessive retrieval DB-scale readAJAE
Unintended write account/tool H'i < write ATEE
Repeated call load IEE ICDBAYIRYR
Leaked credential credential £1&fR
Gateway compromise B
Agent host compromise DB/runtime{@ =18

Broad API [ unfiltered MCP
EE DA Fendpoint/tool HENE
endpoint schemaX&E
pagination/exportkRss
ARAwrite method NElE
gatewayh'Bhi} 215&H D
token®[iL\catalog scope
backend authorityldgateway trust’R&

adapter/runtimef2 =184

RENEZEDHERTH D, FEREERPcontrol assurance TlEZR L,

Role-filtered tools
role granty
toolREE
toolREE
role grant write NElE
rate controlA’burst{&i
role scope
[E\W\backend toollIC/E< BE&

adapter/runtimef2E18Y

Capability-based containment
scoped local capabilityd
type/enum/range/length/format% 3l
row + byte + output field ceiling
#HAread-only TER%+. DB account backstop
rate + timeout + bounded queue/concurrency
explicit capability scope. FKigxElFzero
agenth'undefined name3EZ. local limit:#EH

critical residual: credential/policy B H
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6. Control-to-Risk Mapping (1/2)

Control
Capability allow-list
API-key capability scope

Zero permission default

Filtered tOO-LS/-l.iSt
Runtime authorization

Input validation

Prepared statements

Read-only + DB account

B S Brisk
undefined/generic operationi{T
leaked key/cross-role authority
accidental grant/config omission
inventory disclosure/wrong-tool selection
nameBEAI THunauthorized call
invalid type/enum/range/length/format
data parameterf2ESQL injection

destructive SQL/unintended write

Controlld&H %, DB accounth’statement policy% .

BRULBVWED
broad defined capability. host compromise
allowed capabilityi®Mabuse
explicit bad grant

guessed direct call

bad authorized action

semanticlcE& > fcvalid input

unsafe fixed SQL. host compromise

confidentiality. inference. availability

ERERER Dfailure
allow-all/wildcard b’ accessZBIR
over-permission keyh'blast radiusiiik
default allow T#fcapability % B E1Z B
unfiltered listh%admin/write toolZAF8
missing check Tdiscovery filterDNEhN F 72 17
coercionfunknown fieldAlintent3E[g]
string concat Tinjection{&i&

writable account Tapp-only claim#&3f

runtime authh¥discovery filterz. explicit key scopehiuser intentz 59 %,
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6. Control-to-Risk Mapping (2/2)

Control {BiR 9 Brisk
Row + byte limits bulk extraction/oversized response
Timeout long query/resource occupancy
Output allow-list unnecessary column disclosure
Rate + burst limits retry loop/high-frequency abuse
IP restrictions unexpected origin 5 OF|FA
Payload-free gateway logs secondary cloud/log disclosure
Local detailed errors cloud leakageZ Utroubleshooting
Single-agent connection competing/duplicate connector
Explicit capability review unsafe scope/write introduction

Single-agent connection|&ERA2BETH D RADRE TIFRL. HMZEEIC [dauthenticated rollout & monitoringM A ET#H %,

BRLEVHOD
repeated small read. allowed sensitive field
Z¥DE W Ecost call
approved field®@sensitive value. inference
distributed source. slow expensive call
compromised allowed host. proxy mistake
sensitive metadata/local logs
local host/log compromise
malicious live agent. per-call abuse

unknown implementation flaw

EREAER Dfailure
B EDImitiZBRET
cancellation’: U TDB workii
permissive result schemahthidden columniZH
disabled/shared bucket Tamplification
trusted-header error ¢spoofing
debug payload loggingh'claimf§i®
raw error upstreamTSQL/valuefZEiH
weak agent authTtakeover

unreviewed changeh‘boundaryBEE
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6. RiskD#Z&): ControllEBFAZ ZE X 5 IREILHE Z LY

Risk

SQL/credential

Authorization

Operation definition

Data minimization
Availability

Error detail

Gateway compromise

Agent host compromise

Broad access TDIFAR
agent runtime E7cldbroad tool host
model choice & /cldcoarse credential

SQL/API/tool catalog

agent query & 7cldbroad response
legacy DBh'broad workload % IRzUY
tool/API response &central log

backend credential/logicEEH A #E

adapter&fz(dDB boundary

Capability A= TOISFR
on-prem agent®d*

gateway key scope + per-call check
capability.yaml
agent-side result allow-list

gateway/agenthicontrolitf

local detailed error log

WERFEFcontrol

host hardening. secret protection, read-only DB

default deny. review. revocation test

security-sensitive code review/lint

field classification/contract test

rate benchmark. concurrency budget. monitoring

local access/rotation/retention/incident handling

SQLEZEAA, valid capability calli&AJ#g agent allow-list/limit/transport auth/anomaly response

& Kimpact®local trust zone

ArchitectureldtrustZmodel behaviorh*Sexplicit control\N# 3 H%, capability

OS/network hardening. EDR. least privilege. recovery

%5t & on-prem hostAcritical trustZ2&£H S5,
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6. iERDFBMEFZEFIRY

fFlixmatrix Tld. toolSEEDBRZE. caller scope. input/output bounding. J#iZenforcement TRADHENRE 51D, Prompt
injection|dtooBEIRABE U lT 2D, BIRIZENFEELE I FigEI L\ contractZ i TIE. BAETHEEZRS TS,

Availability ($ kR EZRI T %, Rate limit. timeout. bounded request queue. single active agent connectionidamplificationZ i 5
L. failureisolationZ{&EYT %, LH UsFrIqueryh 2l & (ZREEE I, distributed abuse”legitimate burst T D DB availability £ {RaE

L7y,

Confidentiality£%% %, Repeated bounded readlddataz EFET=. approved fieldb M T D, timing/existence checklic & %
inference® % D 5 %, B capability DB T—responsell EZ#ERITE %, Monitoring. caller budget. semantic authorization. &
HAreviewh i ETH %,
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7.Z2 (1/4) : Governance & VY

¥k tool setidreasoning. test. revoke. audithBHIEHFERME BV, Capability @B HERRDboundaryZ iR %,
get_invoice_status(invoice_id) Ligovernablefﬁ?b‘\ query_any_business_data(query) Latifé%'B?E%ﬁﬁ’C‘raw access’éﬁiﬁb’B%)o

Role filtering & capability scopingld 274 5 ErEZ #E <, Role filteringldvisible/callable toolZ & 59, Capability constraintidauthorized
tool NEBD AJEETTAZHIPR T 5, Agentidrole boundaryZ i X 9" ICallowed toolZ IR TZE %28, MADNRETH S,

Output minimizationbEE T %, Input validation Twell-formed#irequest TH. broad responsehME A * £&ll - FEHfieldZz RO IR
L 5 %, Result contractldpositive allow-list& L. query & contracth’ A—E7% 5 safe failurelc 9%,
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7.Z% (2/4) :Read-Only &AM

Read-onlylddelete, =X U %\ \state transition. schema change’ & % < DIIERZ R %5 <, —75 Tdata leakage. inference. &
cost scan. readlc & %lock contention. credential theft. resource exhaustionZFEh %W\, UTch > TEEBW—B TlddHp 5 H . Lriskis
FCTIERL,

Rate limitingl&loop & repeated-call amplificationZz il 5 & %, OWASPI(dinteraction frequency. records per response. payload size.
execution timeDHIPRZ HELEE I % [5], 7=/ UERIR T = BlimitldZHiMburstincident responseZIEER 9 %, AHELR 5 caller/operation
B & U, legacy capacitylT#EUMT 1. generic defaultz A E—& 9 testd %,

Asynchronous work|< [Ejob identity. quota. cancellation. idempotency. durable statushHAE(CiRD 5 %, Synchronous request
limit7Z 7 Tldlong-running export¥ multi-step workflow% Z& (CHEFITE 40\,
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7.8% (3/14) (BRERR LAY

Gateway compromise & agent-host compromise DIER (FE %2 %, Gatewayldtransient trafficZz &8I U valid capability’z FEX % HY, SQL
DB credentialZ F DN ZE Tld7# <. agenth’undefined operationZiEEINE Tdh D, On-prem hostiZE TIEDB credential. raw
SQL. capability definition, local detailed error. live resut B&EH UL S5 %, ZHldcritical residual risk T %,

Logld#t UiAsbZ B M ML L S B, Auditabilitylc [dcapability£a. caller identity, status. error code, timestamp. latencyhViHE

DN, request parameteriresponse bodylIA~ETH 5, OWASP logging guidanceldaccess token. DB connection string. secret,
BB AN - BRAdataDBRA T HE T 5 [6].

Detailed DB errorilocalh*2access-controllediC U. upstream(dESQL text. credential. driver detail. input valueZ & X %X\ \stable
public error codeZ{£ >,
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7.EE (4/4) - FEESAHEABAN

WritelC [dread &k D 5@\ safeguard N A E T4 5, Change authorization. Eimpact actionNDhuman approval. idempotency key.
transaction boundary. concurrency control. rollback/compensation. EE#L4EDE W audit trail T©dd %, RetryRIEEXR
update_order_status (&transitionz —EEFA U TIZ%R 59, deleteldreversible workflowNEB =122 255D B,

Capability A=0I&. legacy systemlc Xt U T < RIEAIRE/AR ZETFIRME Z 1T S operational agentiC—f% ICE T %o RDIHH IFEFRIE TR L)
CELH B,

e analysthad hoc explorationbroad joinZz HE & 9%, governed warehouse¥?Bl semantic layerhVE9 %
batch analytics PMLA K& historical datasetz HnE & 9 %
human administratorh*hardened admin console TJi W\interactive controlz M E & 9%

capabilityh’ [AHY D raw system accessZ EEMICEBIRYT %
low-latency local automationHh Exi&HEHlERIEA D direct executionzZ W E E T3
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8. KEN7—FTF V7 Fvig#H (113) . JRWICIERZEET S

AgentidFWINiRo e, RIFEMICEESINHIMZ T 5 EIRET D, ToolAFFIIC. confidentiality, integrity. availability.
cost. EMscopelc DWW TRAFAIMpactzEET %,

Read-only capabilitym 5386, table Tld %k < business intentZz F/MCEZE T Do select_invoice_rows CIEAR < get_invoice_status «
generic inventory CRUDCI&7% < check_inventory &9 %, Raw SQL. raw schema access. DB credential. ~Z7&bulk admin tool.
write functionZ BN 9 %,

Default denyZ FH\L\ %, Explicit capability listdD Zx LNAPI keyldzero permission& 9%, £key% named capability’\scope U. OpenAPI
& tools/list ZfilterL. FEH U S EICERAIZ#EDIRT, £caller®HBEDB credentialzZE 9. —callerZrevoke/rotate TZ % F

&% testd %,
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8. RENF7—FT V7 Fvig#t (2/3) : £Z2¥ZEnforced %

AERERITIEFR TRinputZ RTE FIIICIREET D, Unknown fieldZEZ L. type. enum. numeric range. string length. identifier,
date. formatZ#l#I9 %, Predefined SQL & prepared parameterZz LY, BRI Dread-only scopell & 5 DB account TE{TI %,

Timeout, max rows. max bytes. bounded concurrency. bounded queue%z &l d %, Callert2ft® timit FEIFITEREFEL AL,
Explicit output allow-list CresponseZ filter L. missing required column & unexpected extra columnD 5 Ztestd %,

Gateway Ccaller/IPE{ALDrate/burst controlZ @A L. spoofed forwarded headerZ 5 I+ A117& L trusted proxy® LB = 175,
Deployment model A E & 9 %15 & [dauthenticated single active agent connectionZ{# S A, connection exclusivity % requestza ]
host integrity &ER U A LY,
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8. RENF—FTVFvigst (3/3) :IEFRZEHIT S

Request ID. timestamp. protocol, capability?a. caller/API-key identity. status. public error code. latency%Zlogd %, Business
parameter. result payload. authorization header. SQL. DB credential. secret. raw DB errorldloglL Z&\L\, Operational metadata’
business datah* 573 7. log access & retentionZz R 9 B,

£ capabilityZ 8 % security-sensitive& U Tk 5, Business purpose. caller group. statement shape. write effect. input
constraint, result field. worst-case rows/bytes/time. query plan. concurrency impact. rollbackZzreviewd %, Writelc (&
approval. idempotency. state-transition rule. transaction design. & D3R\ auditzZilZ %,

Productiongil IC prompt injection. wrong-tool. invalid value, boundary maximum. repeated call. retry. rate limit, revocation.
gateway compromise assumption. agent disconnect, response/log®sensitive-data absenceZtestd %, Denial spike, rate-limit
event, unusual capability use. latency shift., policy changeZzalertd %,
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o.#IfREIHE SERDFE (1/2)

R IEBFIIRT3H D, security audit, formal threat model, penetration test. production capacity benchmarkDXE Tld7% L\, Local
simulationlE2E; U fcarchitecture property %z LbE 9 %5 HY. XN TDMCP client, agent framework, DB engine. API gateway.
transport, legacy systemZ 3£ L TULVRLY,

Prompt injectionZ Se £ CBA T % & IXEERE L £ L\, Deterministic controlA1E U < EZE X 11, capability definitionH¥1E U < scope/review
2. identity mappinghMEE£ T, BIREEH SpolicyEFEEB TERWERET %, £ & U Tread-oriented operationZ ik 5.

Availability attack & high-volume abuseldbenchmark L T UL\ L\, Human operation. privileged administrator. supply chain
compromise. side channel. cross-capability inference. KHBfE Ddata aggregation® +73 I (5 L TLVELY, On-prem OS.
network. endpoint protection, DB. backup securityl&{&sAcritical T %,
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0. #IfREIAE FEDIFRE (2/2)

Write operation|c (approval, idempotency. transaction design. rollback/compensation. concurrency control, change
authorization. business-state invariant. & D 38U audit trail D;EINFHENNE TH S, Read-oriented’RiER & destructive X 7z (&
financial workflow\N—fi&{b IR E TIER LY,

SEROFEIRZET,
 real MCP client & fX3&HJagent framework
e real prompt-injection dataset & multi-step tool-chain evaluation
¢ red-team exercise. formal threat modeling. capability-review automation
e chaos test. disconnect recovery. retry-loop test. rate-limit benchmark
e repeated bounded calllc & %accumulated-data/inference test
e write-operation safety. approval. idempotency. concurrency. rollback

¢ policy parsing. input schema. result contract. error handling®fuzzing
« allowed/adversarial request mix ®Dlegacy DB load:ElE

Z N5 DI Tcapability limit&EFHrunbookZ BFIIANE TH B,
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RiZIC

EELFOBEWNIE. AIT—Y TV M ERDABEICT DI ETIFRW, 32D, EBHIAXNmH. KAV credential, retry loophH LY
system authority[CZX 2 BIIC. REMIVRIERAZET 5 K S EAEDsystemz %5t I 5 2 & TH B,

TA4IEY T4 R—=X 7R E. discoverable, callable. parameterizable. returnable. repeatable/X&5H % 1 % C & Thlast
radiuszi@ 5 U S %, Security valueld. explicit grant. runtime check. local policy. read-only DB permission. bounded
execution. output minimization. auditable metadata®#EEEHNSEL %,

15 (I capability, configuration, implementation, host, ERABFEERBUBSE UKW, TT—IXR—-XATEGE<. 714U T
« ZNFT %) [FRIAETIEAR <. architecture L DFIFITH %,
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