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[(Cloud Database / Warehouse / SaaS Store)]
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[AI Agent / SaaS / MCP Client]
I HTTPS request: capability + params
[Cloud G;teway: auth, routing, observability]
I outbound tunnel message
[On—Prevagent: validation, SQL, output filtering]
;
[(Legacy Database)]

v
[On-Prem Agent] —> [Cloud Gateway] —> [Client]

[Cloud Gateway] -. stores metadata only .-> [(Operational Metadata)]
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Provider Cloud
[Gateway]
| -—— routing
| -—— identity
| -—— authorization
| —— payload-free observability
+——> [(Metadata Store)]

Customer Environment
[On—-Prem Agent]
| -—— capability.yaml
| -—— database credentials
| -—— prepared SQL
| -—— validation and output allow-list
+——> [(Legacy Database)]

Boundary rule:
Business payloads may transit the gateway.
Business payloads must not be persisted in provider cloud systems.
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SQL query results
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DB credentials
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storage-based integration
replica. cache. export, backup Ti&EXx %
durable business recordZ &#¥ 9 L\
backuphtbusiness record = &%
copy. derived table. index. log. exportXi
%¥system Tpayload log D ATEEME
dashboardhrecord®®RL > %

sourcelTNZ Tcloud copy 6 71

SITITIEEE

non-persistent pass-through
provider-cloud payload storeh‘% 3 1L ISR
metadata + in-flightICBRE S 1P g L)
metadata/configD &7k S{ELY
source system &metadata policyld7% %
payload log# SIERFERIEEN D
metadataD HRRINE

agent&sourceNEE

EELA

capability-based pass-through
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BENH %, TDHEDIELWKKIE. REZEITSND D ZT S ETIFRL, classification. access control,
encryption, retention, deletion. lineage. logging. monitoring. incident response’ & 5#\ \governance T %,

FEHRIC. SaaSHH—ERBHD=HICH S DKifirecord copyZ IEH ICHMELE T IHEENH D, BEELRDIE. REL D
EN DA SN TVNEINTH 2T INTDERENEVE WD Z E TR,

25



VAViewlegacy.

7. 5% (3/3)

9270 RICEBET —Y Z2RELREV FREHF. ROBEICKKT 5,

o logh'request/response payloadZ EX\i59 %

e error reporthirecord value¥raw DB errorz &%

o distributed traceh’request body. response body. header. sensitive attributez X159 %
e queue. retry buffer., dead-letter storeh’business data%z kit 9 %

o dashboardh provider operatorlCbusiness recordzZ & /nR9 %

e temporary file. crash dump. debug exporthicloud disk NEH 15
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e support toolhoperator\payloadZ EH 9 %

o operational metadataz FJEHEM & LTIk, EIZEEZHBAISES
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o gatewayh’request processingFICEE TS
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Mauthorization scope Tfilter L. discoveryh R~E % operationZBH UBWEL S ICT B,
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security/architecture review Tld. RZBATRNICXELIRNETH D,

& Dbusiness datahMEFE S 115 H

& Mbusiness datah’transitd % H

£ Dbusiness datah’never persisted Tdd % H

&€ Doperational metadataMRES NS H

loghipayloadZ &L H

traceh’payloadZ= &L H

backuphipayload storez & h

dashboardh‘record’z &R~ 9 % Hmetadatad & hH

temporary file. retry. dead-letter queueh’business dataz &ZH > B H
on-premise agentHh' & Z TEIE. credentialz & S{RET 5 H

capability definitionh¥input. SQL. row. byte. outputZ & S #1935 H
gateway compromise. metadata compromise. agent/source compromise Cincident responseh*& 5 275 H

logging/tracings&E%Z 7 A k U. cloud backupZ 52 L. support dashboardz 189 %, payload-free designid. 7
#7217+ T4 < code & configuration CHEFI SN T WS ENH B,
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COFMIEFIRTHD., BEHREFIVTAER, FELE21—, 75A4N\Y—LEa2—, AV T4 7 VAL
BERXERHDEZERTETILORETIER L,

EROFEKIT, EiE. 2., T—FX9D. BEEMRY —., provider terms. sub-processor. I, ERAKEEIC
KEFY %,

C DI, latency. throughput, availability, costZ %< benchmark L TWiRL, Ffc. payloadhlog. trace.
queue. backup. dashboard. monitoring system. support tool. temporary file. crash artifacticfRESI LR WK S Bk
BIHHEIDH D EXRHIRELTWS,

¥l (& = [Cread-oriented operational accessicfEm%& 2T 5, write operationlC (. approval flow, idempotency.
transaction design. conflict handling. change log. rollback procedure. & D i@ W audit, & DBAERSEERININE

TH o
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SEROFEEICIE. REaFEND,

e request/response bodyMEUF S N/RWC & ZEFRAY % ERDlogging test

o payload redactionZz 529 S distributed tracing test

« backuphibusiness payload storez & X\ & 2 HESE 9 B cloud backup verification
» metadata. routing path. customer environment%z & ¢ data residency analysis

» personal data & operational metadatalc Xt 9™ % privacy-impact analysis

o gateway. agent. support. observability workflowlCXt9 %red-team exercise
 replication-based approach & @ benchmark comparison

o write-capability control. approval workflow. audit requirement® FF{f

o API-key scope & & DMCP/OpenAPI discovery filtering DR EE

929 RICEBET—YZ2RELREV, EWSERIE, payload logging. payload tracing. raw SQL exposure.
excessive capability output, provider support visibilityZ [EEF(CF5 < control set& UTFHliS N 2 NETH So
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e OWASP Cheat Sheet Series, "Logging Cheat Sheet."
https://cheatsheetseries.owasp.org/cheatsheets/Logging_Cheat_Sheet.html

 OWASP Top 10 Proactive Controls, "C9: Implement Security Logging and Monitoring."
https://top10proactive.owasp.org/the-top-10/c9-security-logging-and-monitoring/

e OWASP API Security Top 10 2023, "API1:2023 Broken Object Level Authorization." https://owasp.org/API-
Security/editions/2023/en/0xal-broken-object-level-authorization/

» OWASP API Security Top 10 2023, "API3:2023 Broken Object Property Level Authorization." https://owasp.org/API-
Security/editions/2023/en/0Oxa3-broken-object-property-level-authorization/

e NIST, "SP 800-53 Rev. 5, Security and Privacy Controls for Information Systems and Organizations."
https://csrc.nist.gov/pubs/sp/800/53/r5/updi/final

e NIST, "SP 800-92, Guide to Computer Security Log Management."
https://nvipubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-92.pdf

» Model Context Protocol, "Tools." https://modelcontextprotocol.io/specification/2025-11-25/server/tools

e OpenAPlI Initiative, "OpenAPI Specification v3.2.0." https://spec.openapis.org/oas/v3.2.0.html
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e OpenAPI Documentation, "Describing API Security." https://learn.openapis.org/specification/security.html

 Amazon Web Services, "Shared Responsibility Model." https://aws.amazon.com/compliance/shared-responsibility-
model/

e Microsoft Learn, "Shared responsibility in the cloud." https://learn.microsoft.com/en-
us/azure/security/fundamentals/shared-responsibility

» Regulation (EU) 2016/679, "Article 5: Principles relating to processing of personal data." https://gdpr-info.eu/art-5-gdpr/
e UK Information Commissioner's Office, "Data minimisation." https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-
resources/data-protection-principles/a-guide-to-the-data-protection-principles/data-minimisation/

» UK Information Commissioner's Office, "Storage limitation." https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-
resources/data-protection-principles/a-guide-to-the-data-protection-principles/storage-limitation/
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src.zip

ziplcld, FHEETIL. NSBEBRR T VTR, EHRBEHD T ABERKNEEND,

src/evaluation—-model. json
src/evaluate-scenarios.mjs
src/scenario—outcomes.md

INSDT 7AIVIE. ZREDEHNRDERICIH Dscenario noteZELiRT 5, EMMBRLLEHBITH D, ERANLRHER
EFILTIERERL,
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